Personnel Screening
An aid to staff selection

The recent departure of a dynamic and bright yuppie banker with the proceeds of his fraudulent Financial Rand trading scam safely stashed in an offshore banking house has highlighted an immediate concern amongst Human Resources managers:  who is who in the workplace?
Employee dishonesty constitutes a heavy tax on business, industry and ultimately the consumer.  In a society which is witnessing growing union agitation and increasingly inflation, the need to maintain a competitive edge has never been so keen.  Although financial institutions that have suffered extensive frauds seem to gain the attention of the media, it is a problem that is not peculiar to any one industry or commercial practice.  In Japan, as early as 1969, it was estimated that white-collar workers alone stole more than $ 5 million per day in cash.  During the same year, the loss of stock certificates and securities from the New York Stock Exchange amounted to $ 12 – 14 billion.  In South Africa the retail industry accepts a shrinkage factor (the unexplained disappearance of money and merchandise – a euphemism for theft) of 1 to 2%; yet for a multi-million Rand concern, the bottom line figures are astronomically high.  
The solution to the problem, however, does not lie in the tightening up of existing security practices and the strengthening of access control procedures.  Rather, the effective screening of applicants and employees alike is the most cost-effective method of ensuring that those who are in your workplace are whom they say they are.
The need to screen effectively is mandatory in a wartime situation when the threat of spies and fifth columnists is at its greatest.  Yet even in peacetime it is easier to “turn” an employee in an organisation than to mount a technical attack employing electronic bugging devices and a high degree of risk.  White collar crime includes the passing on of information about one’s employer and business practices, the theft of documentation and computerized access codes, and the sabotage of data files containing insurance policies and personal particulars about clients and personnel.  In New York, U.S.A, a recent culprit received a jail term of 10 years for damaging such valuable information that was stored on his firm’s computers.  The screening of applicants and employees, who are about to be promoted must be thorough, discreet and professional.  In the case of public servants a signed declaration allowing such a screening to take place must be submitted by the applicant.  In the private sector, however, it is a management decision.  
Indeed, the decision whom to employ and who to fire has always been a management is going to face the repercussions if an employee does engage in criminal activity or competitive malpractice, it is management’s concern to know where the loyalties and aspirations of its staff lie.  A happy and contented workforce minimises the likelihood of corrupt practices in the workplace, and such a situation is best achieved by the effective screening of personnel.

An effective screening or positive vetting of an employee or applicant must begin with a written policy statement that any erroneous information submitted on the application form can disqualify the applicant from securing a position within the company.  Likewise, too, once a job has been granted, but a further screening is required for a more senior position, the individual must be made aware that disciplinary action will be taken if any false statements or damaging information comes to light during the positive vetting process.  The checking of educational and professional experience must go back to school leaving age to ensure that there are no gaps in the employment record.  Overseas trips must be recorded and documented (in a passport).  Reference checking should not only be conducted with the applicant’s former personnel department, but specifically with the ones who worked alongside and with the applicant.  All too often, references have been briefed by applicants to expect a phone call, and subsequently praise the applicant to the skies with little knowledge of their honesty, probity or sobriety.  A lifestyle profile and asset identification of the applicant must also be undertaken.  The misdealings of the managing director of the Central African Bank scandal should have been cause for concern once the senior executives were seen to be driving Maserati sports cars and obviously living beyond their means.  A search for civil and criminal records must also be undertaken as well as probes into the political background of the individual.
The age of Big Brother is not being advocated in this article.  Rather, the systematic checking of details and an enquiry into the applicant or employee is necessary to minimise losses of both stock and business confidence.  The guests we invite into our homes are those whom we know will not steal, cheat or otherwise abuse our hospitality.  Discreet enquiries we make and a certain gut reaction determine our choice of friends.  Therefore, in a working environment a thorough investigation must be undertaken to establish not only the bona fides among your employees but also to help uncover their aims and aspirations.
