The incidence of technical surveillance in many African countries has been on the increase since the early 1990s.  Apart from national intelligence and law enforcement agencies, private companies and individuals will also conduct electronic surveillance of individuals and companies.  
Typically, telephone taps are conducted either from the street distribution box or directly from the pole servicing a specific premises.  However, interception of lines from a PABX or using remote access has also been identified.  

Therefore, it is recommended that your staff are made aware of the technical surveillance threats to which they might be exposed when working or travelling in Africa.

To help you educate your staff, this guide details the different of types of clandestine listening devices that are frequently used.  

Before conducting any sensitive discussions or meetings, it is recommended that a reputable security service provider conducts a technical Surveillance Counter Measures (TSCM) sweep.  Also, encrypted mobile phones and email should also be considered depending on the risk profile.  

1. TYPES OF CLANDESTINE LISTENING DEVICES 

A.  Room Devices 

i) Concealed Microphones: with own wiring or using existing power circuits of telephone wiring.

ii) Radio Microphones: miniature transmitter with own batteries.

iii) Miniature Recorders: concealed in apparently harmless objects, i.e. briefcase, pot plants, calculators, books, files and ornaments.

B.  External Devices 

Devices that need to be located in target room, but in or against party walls, ceilings, floors and ventilation shafts, or lowered down chimneys.  The aperture required need be no bigger than a 1mm hole.

i) Probes:  These devices need an air space through to the target 

room.

ii) Contact Microphones – Transducer:  No air space required.  Detects vibrations on outside doors, windows and certain types of walls.

C. Long Distance Devices 

Devices that do not need to be sited within the building.  These normally require line-of-sight to the target.

i) Acoustic Devices:  Directional or beam type microphones with minimum 250 meters range in ambient conditions.

ii) Visual Devices:  Telephoto camera/video.  May be interpreted later by lip-reading.

iii) Sonar type Devices/Lasers:  Beam emissions on windows or similar surfaces outside the target room to detect sound vibrations.

2. COUNTER MEASURES   

A. Non-Technical 

i) There should be control and supervision of visitors, maintenance personnel and cleaning staff who have access to the target area.

ii) Furniture:  All new furniture and any furniture that has been repaired outside the office should be carefully examined.

iii) Telephones:  Ideally telephones should be housed in a sound-proof box with the bell mounted outside the target room.  Telephone junction boxes should be in locked cupboards and sealed, the number of keys being strictly limited.  Seals should be checked frequently.

B. Technical 

i) Radio Spectrum Search: from 10KHz to 32 GHz for radio frequency (R.F.) emitting devices.

ii) A Non-Linear Junction Detector Search: of the walls, floors, ceiling and any furniture that is located in the target room.

iii) Technical Inspection: of all wiring for audio path usage using a high gain amplifier.

iv) Telephones: to be checked for voltage current – both on and off hook; also using an oscillator and amplifier.  All phone cable routing and junction boxes to be physically inspected back to main distribution point and beyond.

v) Facsimile Machines: to be treated as telephones.

vi) Telex Lines: two types of telex lines exist:

· Audio tone system

· Voltage operated system

± 80 volts reference to earth.

These should be checked using a multi-meter; or voltage and current should be physically inspected using a tone oscillator back to the D.P.

vii)
Computer Lines: 

· Dial up lines 
–  treated as normal phone line

· Dedicated lines 
–  low speed, treated as telex line

· Dedicated lines 
–  high speed, treated as telex line

· Also use of a time domain reflectometer (T.D.R.) depending on communications configuration.

viii)
Computer Room 

To be screened to prevent leakage of radio frequency emission.  All utility services to be screened and filtered.  External computer peripherals to be checked and screened for R.F. emissions.

ix) Conference Room 

Treat same as computer room.  Windows should either be of screened type or have close fitting metal shutters.

x) Director or V.I.P. Vehicles  

Should be checked for listening devices and R.F. tracking transmitters.  All cellular telephones must be sourced against unauthorised interception.

